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	Reason for change:
	A new clause in annexure with aspects specific to network product class SMSF

	
	

	Summary of change:
	A clause on threat related to SMSF data protection over SGd Diameter interface is added

	
	

	Consequences if not approved:
	Legacy interfaces assests if not protected, could lead to security breach and network attacks
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*************** Start of the Change ****************
x.z.2	Threats related to SMSF data
x.z.2.1	SMSF control data and user data protection on SGd Diameter Interface
- Threat name:  Diameter protection
- Threat Category: Tampering, Information Disclosure.
- Threat Description: SMS related traffic is transported between the SMSF and the IP-SM-GW/SMS-GMSC/SMS-Router on SGd Diameter interface. In roaming scenario, transportation is via Diameter Edge Agent (DEA) node on SGd interface. If the SMS data transported over the interface is not confidentiality protected, it can be subject to eavesdropping, and information leakage to unauthorized parties. If the SMS traffic is not integrity protected, the SMS traffic can be tampered with. 
	If the protection of the SGd interface is done using wrong security profiles, i.e., weak security algorithms or protocol versions with known vulnerabilities, then overall security of the data transported over SGd is compromised.
- Threatened Asset: Network function and data.
*************** End of the Change ****************


